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Introduction

This report presents the results of work that examines casual relationships
between enterprises’ exposure to a concrete cyberattack and basic indices of
enterprises’ activity in the information environment. The research is of quantitative nature. It uses regression analysis method to answer the question:
What are the drivers of phishing attack exposure?
The paper should be considered as one written for study purpose only. Its
main objective is to show decent statistical knowledge and skills. Therefore,
the paper focuses on technical aspects of the research and in-depth model
analyses. It reveals the research’s methodological aspects and describes the
inquiry step-by-step.
The structure of the paper is as follows: this section introduces and does
general research overview. Hypotheses presented in Section 2. Section 3
provides information on data and variables. Section 4 reveals the empirical strategy and base model. Verification and adjustment are presented in
Section 5. Section 6 presents final model and results. Section 7 concludes.
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Hypotheses

Before paper goes into in-depth analyses, it is necessary to present the
hypotheses that serve as a base for the model. The broad hypothesis is:
The enterprises’ activity in the information environment has a direct influence on the enterprises’ phishing attack exposure.
For the sake of the feasibility, transparency, and simplicity the presented
hypothesis should be narrowed and detailed. Therefore, the paper purposes
the next set of hypotheses:
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1. Enterprises’ computer usage environment has a direct influence on the
enterprises’ phishing attack exposure;
2. Enterprises’ total turnover from e-commerce has a direct influence on
the enterprises’ phishing attack exposure;
3. Enterprises’ internet usage for banking and financial purposes has a
direct influence on the enterprises’ phishing attack exposure;
4. Enterprises’ open-source software usage has a direct influence on the
enterprises’ phishing attack exposure;
5. Enterprises’ usage of advanced e-signatures has a direct influence on
the enterprises’ phishing attack exposure.
The hypotheses have been built relying on available data and author’s
local knowledge.
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3.1

Data
Dataset

The research uses Eurostat working database with the results of the surveys on the usage of information and communication technologies in enterprises and households for modelling purpose.
The dataset is built leaning on questionnaires from approximately 148
000 companies from all over the European Union. It aggregates the enterprises by country and economic activities that correspond to the classification
NACE Revision 2. You can see countries’ table of frequencies in the appendix
(Appendix 1).
To avoid double counting aggregated observations have been dropped
(EA16, EU15, EU25, EU27, EU28).
The all-European survey was composed by numerous statistical agencies.
The survey was conducted on the online basis. The database includes 1129
variables revealing all aspects of enterprises’ life in the information environment.

3.2

Dependent variable

As mentioned before, the primary objective of the paper is to model enterprises’ exposure to phishing attacks. Therefore, the dependent variable
is constructed as a share of enterprises in the industry experienced ICT related security incidents that resulted in the disclosure of confidential data
due to intrusion, pharming or phishing attacks. Unfortunately, the variable
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was collected only for the 2010 year. That imposes limitations on further
research, e.g., impossibility to investigate the dynamics of the variable. This
restriction forces to construct the cross-sectional dataset and ignore the time
dimension. You can find variable’s content below (Figure 1).

Figure 1: Dependent variable characteristics

It is evident that another possible limitation is a large share of missing
values. There are two possible explanations:
• As mentioned before, observations are collected only for the 2010 year;
• Limited ICT awareness among some industries (e.g., industries that are
not operating in information environment at all).

3.3

Independent variables

The set of independent variables is represented by:
1. Employees internet activity. Constructed as a portion of persons employed using computers with access to World Wide Web in the overall
quantity of labour employed;
2. Turnover from electronic commerce. Constructed as a percentage of
trading in products or services using computer networks (such as the
Internet) in the overall turnover;
3. The usage of electronic finance and banking systems. Constructed as
a share of enterprises using the World Wide Web for the financial and
banking purpose;
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4. Open-source software usage. Constructed as a proportion of enterprises
that use third-party open-source software (free, editable software available to everyone for any purpose);
5. Electronic signature usage. Constructed as a percentage of enterprises
that use e-signature for identity verification or online contract submitting.
Each variable corresponds to one of hypothesis mentioned above. Variables’ contents could be found in the appendix (Appendix 2). The independent variables summative table could be found below (Figure 2).

Figure 2: Independent variables’ summative table

For the sake of dependent variable, the research considers only 2010 year’s
observations.
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Empirical strategy

As an estimation method, the paper suggests the use of ordinary least
squares (OLS). In order to test hypotheses, following specification estimated:
SECICN F A = β0 + β1 ∗ CU SE + β2 ∗ ET U RN + β3 ∗ IBK+
+β4 ∗ OSOP EN + β5 ∗ DIGSIGN + ε
Where,
• SECICN F A - dependent variable; share of enterprises that experienced intrusion, pharming, phishing;
• CU SE - explanatory variable; share of persons employed using computers;
• ET U RN - explanatory variable; Share of enterprises’ total turnover
from e-commerce;
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• IBK - explanatory variable; share of enterprises that use the Internet
for banking and financial services;
• OSOP EN - explanatory variable; share of enterprises that use open
source operating systems;
• DIGSIGN - explanatory variable; share of enterprises that use advanced e-signatures;
• β0−5 - regression coefficients;
• ε - error term.
Regression table for the base model could be found below (Figure 3).

Figure 3: Base model regression table

We can observe that model’s p-value is equal to 0. It means that relationships between dependent and independent variables are statistically
significant. However, the goodness of fit (R2 ) is quite low. Moreover, only
one variable (OSOP EN ) is statistically significant in explaining phishing
attack exposure.
The model requires verification and adjustment procedures that could be
found in the next section.
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5.1

Verification and adjustment
Heteroskedasticity

The convenient way to test for heteroskedasticity is the Breusch-Pagan
test (Cook, Weisberg, 1983). It tests whether the variance of the errors from
a regression is dependent on the values of the independent variables. In that
case, heteroskedasticity is present. You can find test results below (Figure
4).

Figure 4: Breusch-Pagan test on heteroskedasticity

Regarding test results it is obvious that the heteroskedasticity problem
is present in the model (p − value is less than 0.05 threshold); H0 rejected,
and heteroskedasticity assumed.
There is no need for extra evidence to support the presence of heteroskedasticity. However, original variables’ scatter plots could be found
in the appendix (Appendix 3) to support the statement.
Presented scatter plots also contain locally weighted scatterplot smoothing (LOWESS) line that could be used to check the relationships between
dependent and independent variables and foresee trends. The method is also
used to test for nonlinearities (Cleveland, 1981). However, LOWEES line
will be plotted again after an appropriate data transformation.
Weighted east squares (WLS) could be used as convenient method for
dealing with heteroscedasticity (Bjorck, 1996). However, after performing a
few WLS estimations, the problem has not been fixed, and results remained
similar. You can find example WLS regression table and weighted residuals
graph in the appendix (Appendix 4).
Therefore, the paper states that another approach to heteroskedasticity
problem should be used. The possible source of heteroskedasticity could be
the data format. Variables presented in the model are all from 0 to 1 range
and could be considered as proportions. Arcsine transformation could be
used to treat the problem. This consists of taking the arcsine of the square

6

root of a variable. The operation is performed for every variable used in the
model. The new variable’ summative table could be found below (Figure 5).
Figure 5: Transformed variables summative table

The OLS regression now should be re-estimated with transformed variables and again tested for heteroskedasticity. Re-estimated regression table
could be found below (Figure 6).
Figure 6: Base regression with transformed variables

We can observe that even the situation has not changed dramatically,
another coefficient now became statistically significant in explaining phishing attacks (cuset ). Breusch-Pagan test has shown different results as well
(Figure 7).
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Figure 7: Breusch-Pagan test on heteroskedasticity with transformed variables

Even the heteroskedasticity is still present, it is significantly reduced comparing to the base model. It means that robust standard errors method could
be used to control it (White, 1980). It relaxes assumptions that errors are
both independent and identically distributed. As heteroskedasticity is clearly
present, robust standard errors tend to be more trustworthy. The finial model
should be estimated using robust option.

5.2

Nonlinearity

The OLS regression assumes linearity in parameters. As mentioned before, to test this assumption on transformed variables and visualise relationships between dependent and independent variables, scatter plots with fitted
LOWESS lines should be built. Five scatter plots representing this relationship could be found below (Figures 8-12).

Figure 8: Transformed phishing exposure and computer usage relationship

8

Figure 9: Transformed phishing exposure and e-commerce turnover relationship

Figure 10: Transformed phishing exposure and banking/financial usage relationship
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Figure 11: Transformed phishing exposure and open-source software usage
relationship

Figure 12: Transformed phishing exposure and advanced digital signature
usage relationship

Considering graphs it is possible to assume the linearity in parameters
(or the absence of strong nonlinearity). It is also evident that transformation
done in the previous subsection significantly reduced heteroskedasticity.
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5.3

Collinearity

To test for collinearity (multicollinearity), the paper proposes the procedure that described in ’Regression collinearity diagnostic’ (Belsley, Kuh,
Welsch, 1980). The procedure examines the ”conditioning” of the matrix of
independent variables. The matrix built for the presented model could be
found below (Figure 13).

Figure 13: Condition indices and variance-decomposition matrix

Authors suggest that collinearity could be present if the condition number
is higher than 15. In our case, the number is 13.34. Therefore, it is possible
to conclude that there is no collinearity in the model.

5.4

Outliers

Another problem that could significantly influence the outcome is highly
influential observations (or outliers). To detect them the paper suggests the
use of studentized Cook’s residuals method. It is commonly used to estimate
the influence of a data point when performing a least-squares regression analysis. (Cook, 1977)
The summary of estimated Cook’s residuals could be found below (Figure
14).

11

Figure 14: Cook’s residuals summary

Cook suggested that the point could be considered of a high influence if
the residual’s values are higher than 1. In our case, the maximum value that
Cook’s residual achieve is around 0.03. Therefore, the paper concludes that
there is no outliers’ problem.

5.5

Control variables

Another necessary adjustment to consider is the country effect influence.
The research is not particularly interested in location influences on the dependent variable. Therefore, effects could be removed by introducing the set
of scientific constants that represent countries (Freedman, Pisani, Purves,
1998). Thirty-four dummy variables were generated for this purpose and
included in the final model.
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Final model and results

The final model is estimated using OLS regression method. Variables
were transformed to control for heteroskedasticity. Robust standard error
method is also used to obtain more trustworthy standard errors. The model
also included 34 dummy variables to control for country effect.
The final specification takes following form:
secicnf at = β0 + β1 ∗ cuset + β2 ∗ eturnt + β3 ∗ ibkt +
+β4 ∗ osopent + β5 ∗ digsignt +

39
X

βn ∗ country + ε

n=6

Where,
• secicnf at - dependent variable; transformed share of enterprises that
experienced intrusion, pharming, phishing;
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• cuset - explanatory variable; transformed share of persons employed
using computers;
• eturnt - explanatory variable; transformed share of enterprises’ total
turnover from e-commerce;
• ibkt - explanatory variable; transformed share of enterprises that use
the Internet for banking and financial services;
• osopent - explanatory variable; transformed share of enterprises that
use open-source operating systems;
• digsignt - explanatory variable; transformed share of enterprises that
use advanced e-signatures;
• country - country control dummy variables;
• β0−39 - regression coefficients;
• ε - error term.
The final regression table could be found below (Figure 15).
Specification could be rewritten:
secicnf a = .061 + −.017 ∗ cuse + .025 ∗ eturn + −.047 ∗ ibk+
+.094 ∗ osopen + .006 ∗ digsign +

39
X

βn ∗ country

n=6

The final model has a significantly increased goodness of fit(0.5854). The
effect could be explained by the presence of country control variables that,
probably, have a high influence on the dependent variable. The paper discusses each coefficient independently below.
The rise of arcsine of the square root of a share of persons employed using
computers by 1 unit causes the 0.017 decrease in phishing attacks exposure.
The coefficient for cuset is not statistically significant because its p-value of
0.163 is higher than 0.05. The result is counter-intuitive as the volume of
employees using computers should, in theory, increase the risk of cyberattack
exposure. However, the coefficient’s insignificance could explain this fact.
The arc sinus of the square root of a share of enterprises’ total turnover
from e-commerce is another statistically insignificant regressor (0.05 is less
than 0.117). According to the model, the rise of the regressor by 1 unit
13

Figure 15: Final regression table

causes the 0.025 increase in arcsine of the square root of phishing attacks
exposure. This result is quite logical. The more enterprise trade online, the
more profitable could be the attack for the foe as the enterprise has more
assets in the information environment.
The first statistically significant regressor is arcsine of the square root of
a share of enterprises that use the Internet for banking and financial services (0.05 is higher than 0.008). The rise of the transformed regressor by 1
unit causes 0.047 decrease in arcsine of the square root of phishing attacks
exposure. It could be explained by the fact that enterprises that use ICT
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for financial and banking purposes are more aware of cyberattack mitigation
and use more sophisticated security systems.
The second statistically significant regressor is arcsine of the square root
of a share of enterprises that use open-source operating systems (0.05 >
0.000). The rise of this regressor by 1 unit causes 0.094 increase in arcsine
of the square root of phishing attacks exposure. The possible explanation is
that open-source software could be developed with no security in mind, and,
therefore, is more exposed to cyberattacks. The paper finds that result quite
logical.
The last analysed regressor is the arcsine of the square root of a transformed share of enterprises that use advanced e-signatures. The estimator
is not statistically significant (0.05 is significantly smaller than 0.738). The
rise of the regressor by 1 unit causes 0.0065 increase in arcsine of the square
root of phishing attacks exposure. Again, the result is counterintuitive as advanced security measures should result in a better security state. However,
it could be explained by coefficient’s statistical insignificance.
Interestingly, the most influential regressor is the usage of open-sourced
software. In could be valuable to perform comparative analyses of closed and
open software usage from security perspective in the future research.
Another point to discuss is postestimation analyses. For this purpose, it
is convenient to use predict command to obtain predictions and residuals.
Summative table for prediction could be found below.

Figure 16: Predictions summative table

The normality of estimations could be assessed by plotting kernel density
of residuals over the normal distribution (Figure 17).
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Figure 17: Kernel density plot of residuals over normal distribution

It is evident that there are some deviations in the centre part of the graph.
However, the paper assumes that it is insignificant for now.
The next step is the estimation of margins of predicted variable. Margins table estimated on the base of arcsine of the square root of a share of
enterprises that use the Internet for banking and financial services with 0.05
step could be found in the appendix (Appendix 5). Margins plot is presented below (Figure 18). However, the paper suggests relying on textual
interpretation above.
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Figure 18: Predicted margins plot
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Conclusion
The paper attempted to answer the question:
What are the drivers of phishing attack exposure?

Using regression analyses methods. It introduced and tested five hypotheses and rejected three of them. The research confirmed that:
1. Enterprises’ internet usage for banking and financial purposes has a
direct influence on the enterprises’ phishing attack exposure;
2. Enterprises’ open-source software usage has a direct influence on the
enterprises’ phishing attack exposure.
The paper also presented detailed methodology and verification description. It should be considered as one done for study purposes.
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Appendix
Appendix 1. Countries’ table of frequencies
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Appendix 2. Dependent variables’ content
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Appendix 3. Original variables scatter plots (by LOWESS smoothing)
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Appendix 4. WLS regression table and weighted residuals plot
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Appendix 5. Margins table
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